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THONG BAO

V& viéc canh bao chién dich tAn cong méi nhiam vao cac thiét bi mang Cisco

Kinh guri:
- Cac dong chi can bg, cong chuc xa;
- Hi¢u trudng céc nha truong;
- Trudng tram y t€ xa.

Theo thong bao ciia Cuc An toan thong tin - Bo Théng tin va Truyén
thong vé canh bao phat hién ma doc tan cong mang ArcaneDoor anh hudng dén
cac thiét bi mang Cisco. Khi truy cap dugc vao cac thiét bi nay, doi tuong tdn
cong c6 thé diéu hudng lai hodc diéu chinh luu lwong mang, theo ddi lién lac
trong mang ludi va thue hién hanh dong trai phép. Trong thoi gian vua qua, da
cho thay su gia tang cua cac chlen dich tan cong nham vao thiét bj mang trong
linh vuc cung cép dich vu vién théng va to chirc nang lugng. Thong qua qua
trinh diéu tra phan tich, cic nha phan tich thay rang cac nhom tan cong thuong
trién khai ma doc, thuc thi ma tir xa trén thiét bi bi anh huong. Hai 16 hong bi
khai thac gém c6:

- CVE-2024-20353 (Piém CVSS:8.6 -Cao) ton tai trén Cisco Adaptive
Security Appliance (ASA) Software va Cisco Firepower Threat Defense (FTD)
Software cho phép d6i twong tan cong thuc hién tin cong tir ch01 dich vu.

- CVE-2024-20359 (Piém CVSS:6.0 — Trung binh) ton tai trén Cisco
Adaptive Security Appliance (ASA) Software va Cisco Firepower Threat
Defense (FTD) Software cho phép ddi twong tin cong thuc thi ma tiy ¥ voi dic
quyén root.

Thyc hién Cong van sO 761/UBND-VHTT ngay 15/05/2024 cua UBND
thi xa M§ Hao vé€ viéc canh bdo chién dich tdn cong mdi nham vao céc thiét bi
mang Cisco.

Pé bam bao an toan thong tin cho cac hé théng thong tin dang duogc sir
dung tai UBND x4, Truong hoc, Tram y té trén dja ban xa. UBND x4 yéu cau
cac déng chi Can b9, Cong churc xa, Hiéu truong cac nha truong, trudng Tram y
té xa trién khai thuc hién ra soat, khéc phuc 16 héng bao mat trén theo khuyén
nghi sau:

1. Thyc hién kiém tra, ra soat cac cac hé thong, thiét bi dang st dung c6
kha ning bi anh huéng boi 16 hong trén. Thyc hién ning cip 1én phién ban méi
nhat dé tranh nguy co bi tin cong (tham khao hudéng dan gui kém Cong van).
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2. Tang cudng giam sat va sin sang phuong an xir Iy khi phat hién c6 du
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
béo clia cac co quan chirc ning va cac to chitc 16n vé an toan thong tin dé phat
hién kip thdi cac nguy co tin cong mang.

3. Trong trudong hop can hd trg Thu trudng cac phong, ban, nganh, doan
thé thi x4, Chu tich UBND cac x4, phuong lién hé dau mbi hd tro caa Cuc An
toan thong tin: Trung tim Giam sat an toan khong gian mang quéc gia (NCSC),
dién thoai: 02432.091.616, thu dién t: ais@mic.gov.vn; S& Thong tin va
Truyén thong (dong chi Ping Xuin Duong, sb dién thoai: 0988.283.898)

UBND x3 yéu cau cac dong chi Can bg, Cong chiic xi, Hiéu trudng cac
nha truong, trudng Tram y té trién khai thuc hién.W/
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