UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THI XA MY HAO Poc lap - Tw do - Hanh phic

_S0: 1430 /UBND-VHTT My Hao, ngay 29 thang 9 nam 2023
V/v 16 hong an toan thdng tin anh huong cao
va nghiém trong trong cac san phim
Microsoft cong b thang 9/2023

Kinh gui: Cac co quan, don vi, dia phuong trén dia ban thi xa.

Theo thong bao ciia Cuc An toan thong tin - Bo Théng tin va Truyén
thong vé 16 hong an toan thong tin 4nh hudng cao va nghiém trong trong cac san
pham Microsoft, voi 59 18 hong an toan thong tin trong cac san pham cua
Microsoft. Trong d6 dang chi y cac 16 hong bao mat sau:

- L3 hong an toan thong tin CVE-2023-36761 trong Microsoft Word cho
phép d6i tugng tan cong thu thap thong tin vé ma bam NTLM ciia nguoi dung.
L hong nay hién dang bi khai thac trong thuc té.

- L6 hong an toan thong tin CVE-2023-29332 trong dich vu Microsoft
Azure Kubernetes Service cho phép d6i tuong tin cong khong can xéac thuc thuc
hién tan cong leo thang dic quyén.

- Lb hong an toan thong tin CVE-2023-38148 trong Internet Connection
Sharing (ICS) cho phép ddi tuwong tin cong khong can xac thyuc thyc thi ma tir xa
khi ICS duoc kich hoat.

- LS héng an toan thong tin CVE-2023-36802 trong Streaming Service
Proxy cho phép dbi tuong tin cong thuc hién tan cong leo thang dic quyén. L
hong nay hién dang bi khai thac trong thyc té.

- L6 hong an toan thong tin CVE-2023-38146 trong Windows Themes
cho phép dbi tuong tan cong thyc thi ma tir xa.

- 04 156 hong an toan thong tin CVE-2023-36792, CVE-2023-36793, CVE-

2023-36794, CVE-2023-36796 trong Visual Studio cho phép dbi tuong tin cong
thuc thi ma tir xa.

- 03 16 hong an toan thong tin CVE-2023-36744, CVE-2023-36745, CVE-
2023-36756 trong Microsoft Exchange Server cho phép d6i tuong tin cong thuc
thi ma tir xa.

Thuc hién Cong vin sb 1246/STTTT-BCVTCNTT ngay 25/9/2023 cuia
S& Thong tin va Truyén thong tinh Hung Yén vé 16 hong bao mat anh huong
cao va nghiém trong trong cac san phadm Microsoft cong bd thang 9/2023.
UBND thi xa yéu cAu céc co quan, don vi, dia phuong trién khai thuc hién ra
soat, khac phyc 15 hong bao mat trén theo khuyén nghi sau:



1. Thuc hién kiém tra, ra soat, xac dinh may st dung hé diéu hanh
Windows c¢6 kha nang bi anh hudng. Thuc hién cdp nhat ban va kip thoi dé tranh
nguy co bi tan cong (tham khdo hwéng dan giri kém Céng vin).

2. Tang cudng giam sat va san sang phuong an xir 1y khi phét hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
b0 cua cac co quan chirc ning va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang.

3. Trong trudong hop can hd trg cac co quan, don vi, dia phuong lién hé
dau mdi hd trg ciia Cuc An toan thong tin: Trung tdm Giam sat an toan khong
gian mang qudc gia (NCSC), dién thoai: 02432091616, thu dién tir:
ais@mic.gov.vn.

Uy ban nhan dén thi x3 yéu ciu cc co quan, don vi, dia phuong nghiém
tdc thuc hién./. o

TM. UY BAN NHAN DAN

Noi nhgn: —_KT. CHU TICH

- Nhu trén;

- Chu tich, cac Phé Chu tich
UBND thi x3;

- Luu: VT, VHTT ¢

Ky bai: Uy ban Nhan dan Thi xa My Hao
Thoi gian ky: 29/09/2023 08:13:27

Nguyén Qudc Khanh
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